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Abstract

Recent work by Ito, Saito, and Nishizeki and by Benaloh and Le-

ichter have shown that it is possible to share a secret according to

any monotone access structure. However, even if the access structure

has a simple description, such a scheme may require that each share-

holder be given a very large amount of information relative to the size

of the secret. Yao has recently shown that, based on a cryptographic

assumption, a secret can be shared according to any monotone access

structure using space proportional to the size of any monotone circuit

describing that access structure. Yao's technique, however, loses the

information theoretic security properties of secret sharing and instead

bases security on unproven assumptions.

This paper introduces a new information theoretic technique of se-

cret sharing which subsumes all previous information theoretic meth-

ods. Secrets can be shared e�ciently according to any access structure

which previously admitted e�cient secret sharing. In addition, a large

class of access structures for which no previous e�cient secret sharing

was known can be managed by this technique. While it is not hard to

see that there are monotone access structures for which e�cient, infor-

mation theoretic secret sharing is impossible, it is not known whether

this scheme is su�cient to e�ciently implement any access structure

for which an e�cient scheme is possible.



1 Introduction

In 1987, Ito, Saito, and Nishizeki [ISN87] extended the notion of secret shar-

ing beyond the special case of threshold schemes. In traditional threshold

schemes, a secret is divided among a set P of participants such that any

subset of P consisting of at least k participants (for some predetermined

threshold k) could pool their shares to compute the secret while any set

with fewer than k participants has (information theoretically) no knowledge

of the secret. Ito, Saito, and Nishizeki showed that any monotone predicate

A � 2

P

can be used as an access structure for secret sharing. Their method

e�ectively involves transforming the access structure into a CNF-formula,

and the total size of the shares used to describe the secret is proportional to

the size of this formula. Thus, the size of the shares can grow exponentially

with the description of A. (Ideally, each shareholder would receive a share

which is the same size as the secret.)

In 1988, Benaloh and Leichter [BeLi88] introduced a method which sim-

pli�ed and extended the method of Ito, Saito, and Nishizeki. This new

method allowed an access structure to be written as an arbitrary formula

consisting of threshold operators (including and operators and or opera-

tors). Once again, the total size of the shares is proportional to the size of

the formula. However, this broader class of formulae allows a larger class of

access structures to be bases for e�cient secret sharing.

In 1989, Yao [Yao89] described a new approach which trades information

theoretic security for greater e�ciency. Yao used an arbitrary monotone

circuit to describe the access structure and showed how to use one-way

functions (assuming they exist) to achieve a secret sharing scheme in which

the total size of the shares is proportional to the size of the circuit.

Recently, Brickell and Davenport [BrDa90] gave a characterization of

ideal information theoretic secret sharing schemes (those in which each par-

ticipant holds a share of the same size as the secret) in terms of matroid

representations. This characterization, however, is not e�ective in that it

does not describe how to develop such schemes when they are possible.

This paper describes a new method of secret sharing within the informa-

tion theoretic model. The method is at least as e�cient as that of Benaloh

and Leichter on all monotone access structures. However, for a large class of

access structures, this method provides more e�cient secret sharing schemes.

2



2 Preliminaries

We begin by de�ning a monotone access structure.

De�nition Given a set P , a monotone access structure on P is a family

of subsets A � 2

P

such that

A 2 A; A � A

0

� P =) A

0

2 A:

We can now de�ne a secret sharing scheme over an access structure.

De�nition Let P = fp

1

; p

2

; : : : ; p

n

g be a set of participants and let S be

an set of possible secret values. Let g : S � P ! S

m

be a (randomized)

function. The function g is said to describe an m-fold secret sharing scheme

over a monotone access structure A if both of the following conditions hold

1. for all s 2 S and for any set A 2 A, there is no s

0

2 S (s

0

6= s) such

that g(s

0

; p) = g(s; p) for all p 2 A

2. for any A =2 A, for any s; s

0

2 S, and for any collection C of values

in S

m

, the probability that g(s;A) = C is identical to the probability

that g(s

0

; A) = C.

If, in addition, for all s 2 S and all A 2 A, s can be computed in

polynomial time from the set fg(s; p) : p 2 Ag, then the secret sharing is

said to be e�ciently computable.

Informally, the �rst part of the de�nition ensures that any appropriate

set of participants can uniquely determine the value s, and the second part

ensures that inappropriate sets of participants leave s completely undeter-

mined in the sense that not even partial information about s can be gleaned

from the scheme (even if a priori information about s is known).

De�nition A 1-fold secret sharing scheme over a given access structure is

said to be ideal for that access structure. A secret sharing scheme is said

to be e�cient over a class of access structures if there exists a polynomial

q(x) such that such that every access structure on n inputs within the class

admits a q(n)-fold secret sharing scheme over that access structure.
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The scheme of Ito, Saito, and Nishizeki is ideal for exactly those access

structures which can be represented as CNF-formulae in which no variable is

negated or repeated. It is e�cient for exactly those access structures which

can be represented as CNF-formulae in which no variable is negated and the

size of the formula is polynomial in the number of (distinct) variables.

The scheme of Benaloh and Leichter is ideal for exactly those access

structures which can be represented as read-once monotone formulae (for-

mulae in which no variable is negated or repeated) with threshold operators.

Unlike CNF-formulae, these formulae can be arbitrarily nested and are not

restricted to a simple two-level \and of ors" format. This scheme is e�cient

for exactly those access structures which can be represented as read-once

monotone threshold formulae in which the size of the formula is polynomial

in the number of (distinct) variables.

This paper describes a scheme which is ideal for a strictly larger class of

access structures than the scheme of Benaloh and Leichter. It is conjectured

that this scheme is actually ideal (resp. e�cient) for the entire class of access

structures which admit ideal (resp. e�cient) secret sharing schemes.

3 Linear Secret Sharing

We shall now examine a general linear secret sharing scheme which subsumes

previous schemes.

Suppose we have an arbitrary m� n array A and an n element vector b

with elements chosen from a �nite �eld F . If x is a vector of indeterminates,

then the system of linear equations Ax = b may have any of a wide variety

of solution types. If x = hx

1

; x

2

; : : : ; x

n

i, then each variable either has no

solutions (if the entire system is inconsistent), has a unique solution, or has

all values of F as solutions (occurring with equal frequency among the set

of solutions to the entire system). It is therefore the case, that a system

which is not inconsistent will either precisely determine a given variable or

will leave that variable completely undetermined.

A threshold scheme can therefore be implemented as follows. If a secret

s 2 F is to be distributed to n participants such that any k of the participants

can determine s, an n� k array consisting of uniformly chosen elements of

F is generated. This array must be of full rank (rank k). A k element vector
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x = hx

1

; x

2

; : : : ; x

k

i is then generated such that x

1

= s and all remaining

x

i

are chosen uniformly from F . The n element vector b is then generated

as b = Ax. A is made public (anyone can check that it has full rank), and

one element of b is given to each of the n participants. It is easy to see that

any k of the participants can pool their components and solve the system to

compute x (and hence s). Since A has full rank, any k� 1 participants will

have no information whatsoever about the value of s. Similar approaches

to threshold schemes have been explored by Karnin, Green, and Hellman

[KGH83] and by Kothari [Koth84].

We can, however, do much more than threshold schemes if we do not

require A to have full rank.

Example Consider, for example, an array of the form

A =

0

B

B

B

B

B

@

� � 0

� � 0

� 0 �

� 0 �

0 � �

1

C

C

C

C

C

A

where each occurrence of � is �lled with a uniformly chosen element of

F � f0g. We assume that there are no \coincidences" (instances in which a

pair of equations can be combined to eliminate two or more variables). If F is

su�ciently large, the chance of a coincidence can be made arbitrarily small,

and if A is determined to contain any coincidences, then it can simply be

discarded and a new array can be chosen.

1

It is clear that in this example,

b

1

and b

2

are together su�cient to determine s = x

1

. Also b

3

and b

4

are

together su�cient to determine s. These, however, are the only pairs of

participants which are su�cient to compute s. Any set of three participants

is also su�cient. (Note, however, that if two additional rows of the form

(0 � �) were added then these rows together with the last row would not be

su�cient to determine s.) This example is interesting because it is ideal for

1

It should be emphasized that the chance of a coincidence does not in any way a�ect

the information theoretic properties of this scheme. Once a suitable array is chosen, it

can be checked by all participants and be seen to be coincidence-free. There is no need for

this array to be chosen according to any particular probability density. Uniform selection

of its non-zero elements simply facilitates the search for an appropriate array.
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the access structure it describes while previous techniques could not produce

an ideal secret sharing scheme for this structure.

This approach leads to an interesting relationship between boolean val-

ued matrices and boolean functions and suggests the following mappings.

De�nition Let A

n

(B) and A

n

(F) respectively denote the set of n � n

boolean arrays and n� n arrays over F .

Let h

n

: A

n

(B) ! A

n

(F) be a function which is de�ned by replacing

all 1s of an array by elements of F � f0g such that the resulting array is

coincidence-free. (The precise speci�cation of what elements of F � f0g are

to be used is not important here.)

Let h

0

n

: A

n

(F) ! 2

2

n

be a function which maps n � n arrays into n

variable boolean functions according to the following rule. We associate

each row of an n � n array with one component of an n element vector

z. The value of h

0

n

(A) is the n variable boolean function f described by

f(z) = 1 if and only if the rows of A which are associated with components

of z which are 1, when regarded as a system of homogeneous equations, are

together su�cient to determine the value of the �rst variable of the system.

Finally, H

n

: A

n

(B)! 2

2

n

is de�ned as the composition of h

n

with h

0

n

.

It is now clear that the function H

n

is completely described even though

the choice of elements in h

n

is not. In essence, the functionH

n

(A)(z) (which,

for a �xed boolean array A, maps 2

n

into a boolean) can be described as a

function which replaces the 1s in A with indeterminates, selects rows of A

according to z, and evaluates to 1 exactly when these rows are su�cient to

determine the �rst variable. That is, H

n

(A) describes the access structure

associated with a given n� n boolean matrix A.

Theorem 1 If A is an n�n boolean matrix and x = hx

1

; x

2

; : : : ; x

n

i where

x

1

2 F is a secret value and x

i

(for i > 1) are uniformly chosen elements of

F , the components of the vector b = Ax are shares of an ideal secret sharing

scheme over the access structure H

n

(A).

Proof:

This is an immediate consequence of linear algebra and the de�nition of

a secret sharing scheme.
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Anm-fold secret sharing scheme can, of course, be obtained by the above

method simply by linking the boolean variables (and corresponding rows of

the array) into groups of size at most m. Thus, by allowing shareholders to

hold up to m shares, it is possible to achieve anm-fold secret sharing scheme

for access structures for which no ideal secret sharing scheme is possible.

Example The monotone access structure given by

f = (p

1

^ p

2

) _ (p

2

^ p

3

) _ (p

3

^ p

4

)

can easily be shown to admit no ideal secret sharing scheme. (A proof of

this is given in [BeLi88].) However, the array

A =

0

B

B

B

B

B

B

B

@

� � 0 0 0 0

� � 0 0 0 0

� 0 � 0 0 0

� 0 0 � 0 0

� 0 � 0 0 0

� 0 0 � 0 0

1

C

C

C

C

C

C

C

A

de�nes an ideal secret sharing scheme for the access structure

H

6

(A) = (p

1

^ p

2

) _ (p

3

^ p

5

) _ (p

4

^ p

6

):

If we link p

2

with p

5

and p

3

with p

6

(i.e. p

2

= p

5

and p

3

= p

6

), then we �nd

that f = H

6

(A) and therefore that A de�nes a 2-fold secret sharing scheme

over f .

It is not hard to show that given any threshold formula (a formula con-

sisting entirely of threshold operators), a suitable array A can be generated

for the (monotone) access structure de�ned by this formula such that the

number of rows of A is proportional to the size of the formula. The number

of columns of A will never be larger than the number of rows of A, but more

importantly, the number of shares (each of which is in F) is precisely equal

to the number of rows because the shares are just the elements of the vec-

tor b = Ax. The scheme of [BeLi88] precisely achieves a number of shares

proportional to formula size, so the scheme described here can do all that

the prior scheme can do (and more).
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Theorem 2 Given an n input threshold formula f , an n � n array A can

be constructed such that H

n

(A) = f .

Proof sketch:

Suppose that f is a formula composed entirely of threshold gates (since

and and or are threshold operators this does not impose an unreasonable

restriction). We have already described how a secret value can be shared

across a single k out of n threshold gate by creating an n � k array.

2

An

input to this gate which is not a formula input but instead is the output of

some k

0

out of n

0

threshold gate must be handled by expanding A. n

0

new

rows and k

0

new columns are added to A to form a new (n+ n

0

)� (k + k

0

)

array A

0

of the form

A

0

=

�

A 0

0 �

�

:

A � is placed in the (n+1)st column of the ith row (the share associated with

this row should be thought of as public { the associated boolean variable will

always be 1). Additional rows and columns for additional threshold gates

can be constructed in the same way.

The \public" rows can now be eliminated by a form of back substitution.

The resulting array will have k columns associated with each k out of n

threshold gate. Each column is associated with exactly one gate, and the �rst

column will be one of the columns associated with the outermost gate. There

is one row associated with each input to the formula (multiple instances of a

single input variable are associated with multiple rows). The row associated

with an input will have a � in every column associated with a gate which

is on the path from that input to the output. All other columns are �lled

with 0s. Since the total number of threshold inputs must be at least as

large as the number of formula inputs, the array will have at least as many

rows as columns. Additional columns of all 0s can be added to produce a

square array (this is only needed to satisfy the formal de�nition | it has no

functional signi�cance).

It is a simple (although technically cumbersome) matter to see that this

array satis�es the requirements of the theorem.

2

(n-k) additional columns of zeros can be added to A to make A into an n� n array

with the same functionality.
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The preceding theorem shows that this approach is as least as powerful

as prior methods of generating secret sharing schemes. The �rst example

shows that it is actually strictly more powerful. It is conjectured that this

approach can, in fact, be used to generate optimal secret sharing schemes

(m-fold schemes for the minimum possible m) for every monotone access

structure.

4 Conclusions and Further Work

This paper has presented new and powerful methods for producing e�cient

general secret sharing schemes. Many questions, however, remain unan-

swered. The questions include

1. Can this method always be used to produce an optimal secret sharing

scheme?

2. How can the optimal size of a secret sharing scheme be determined?

3. How can an optimal secret sharing scheme be constructed if its size is

known?

4. How do the results change if we restrict the size of the �eld F?

Brickell and Davenport give a partial answer to the second question by

characterizing ideal secret sharing schemes in terms of matroids. It would be

useful to broaden this characterization and to develop an e�cient algorithm

to determine whether or not a given access structure is ideal/e�cient/etc.
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